=) - =

TUTI

Formally Veritying the KZG Polynomial Commitment
Scheme

Tobias Rothmann

Technical University of Munich

School of Computation, Information and Technology
Chair for Logic and Verification

28. Mai 2024




Outline

Motivation

Polynomial Commitment Schemes
KZG

Formal Verification

Tobias Rothmann (TUM) | Formally Verifying the KZG Polynomial Commitment Scheme



Motivation

Tobias Rothmann (TUM) | Formally Verifying the KZG Polynomial Commitment Scheme

AEF > «E)> <



What is formal verification?
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What is formal verification?

o providing a formal proof

= providing a machine-checkable proof

« undecidable
= Pain in the A**
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Why formally verity the KZG?
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SNARK for
general circuits

A polynomial
interactive
oracle proof (IOP)

Tobias Rothmann (TUM) | Formally Verifying the KZG Polynomial Commitment Scheme



Why formally verity the KZG?

KZG

A polynomial
interactive
oracle proof (IOP)

Tobias Rothmann (TUM) | Formally Verifying the KZG Polynomial Commitment Scheme

SNARK for
general circuits




Why formally verity the KZG?

__ Cryptography
KZG

A polynomial
interactive
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general circuits

oracle proof (IOP) *—— Information Theoretic Stuff
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Commitment Scheme

Alice Bob

(Comitter) (Verifier)
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KZG - Polynomial Commitment Scheme

Alice Bob
(Comitter) (Verifier)
¢(x)
- -
@ L

=t
>
=
©

Tobias Rothmann (TUM) | Formally Verifying the KZG Polynomial Commitment Scheme

10



KZG - Polynomial Commitment Scheme

Alice Bob
(Comitter) (Verifier)
¢(x)
v
ﬁ' 4@
@ (i, (1))
¢(x)
-
7]

Tobias Rothmann (TUM) | Formally Verifying the KZG Polynomial Commitment Scheme

10



KZG - Polynomial Commitment Scheme
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KZG - how to prove a peek? (Intuition)

Commitment - g®(®)
Peek - (I,gb(l),gw(a))
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KZG - how to prove a peek? (Intuition)

)
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KZG - how to prove a peek? (Intuition)

Commitment - g®(®)
Peek - (I,gb(l),gw(a))
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KZG - how to prove a peek? (Intuition)

Commitment - g®(®)
Peek - (I,gb(l),gw(a))

$(x) = h(x)* (x = i)+ (i)
|} Schwarz-Zippel
¢(ar) = p(a)* (= 1)+ (i)

|} Pairing

(g7, g) — e (gw(m’ g;) e(g'),g)
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Disclaimer: This was soley intuition.
Not security proofs.
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Formal Verification
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What do we formally verify? (Highlevel)
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What do we formally verify? (Highlevel)
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What do we formally verify? (Highlevel)

Security proofs for the KZG:
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What do we formally verify? (Highlevel)

Security proofs for the KZG:
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e evaluatic
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What do we formally verify?

Games against adversary Eve
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What do we formally verify?

Games against adversary Eve

—» games as probabilistic algorithms

— Eve modeled as arbitrary probabilistic algorithm
— Goal: prove

Pr(Eve wins game) = 0
Example Hiding Game:

C<—h..,

winss « DODBHH

¢ + Eve(C,wtnss),

p=4¢
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How do we prove this?
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How do we prove this?

= Reduction from Hard Problem

Example Discrete Log:

ad L
a + Eve(g?)

/
.d—=—a

remember: Hiding game:

c~ @

wtnss <— ﬁ'ﬁ'ﬁ'ﬁ'ﬁ'ﬁ',

¢ + Eve(C,wtnss),

0=d

Reduction:

let 1 =[(y,g"),...]

g?(@) « interpolate((x, g?)#/),
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How do we prove this?

Reduction:
= Reduction from Hard Problem let 1 =[(y.g?),...]
o) a
Example Discrete Log: & Tezola:eﬁx,f )l%m
$ winss — DD DS
a<Zp ¢« Eve(g®®), wtnss),
a «— Eve(ga) . ¢ — ¢/
e L
ra=a ()

= Eve efficient = DL broken

remember: Hiding game: _ _ _
= Is this reduction cryptographically sound?

C<—h.i,

winss + PP DD P -

¢ + Eve(C,wtnss),

0=d
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How do we prove this?

= Reduction from Hard Problem

Example Discrete Log:

ad L
a + Eve(g?)

/
.d—=—a

remember: Hiding game:

C @

winss + PP DD P -

@' < Eve(C,wtnss),

0=d

Reduction:

let 1 =[(y,g"),...]

g?(@) « interpolate((x, g?)#/),
wtnss <— ﬁ'ﬁ'ﬁ'ﬁlai’ T
¢ Eve(g¢(a), wtnss),
: ¢ = ¢/7
¢(x)

= Eve efficient = DL broken

= Is this reduction cryptographically sound?
NO!

= "no adversary can break hiding for arbitrary
polynomials"

vs "for arbitrary polynomials no adversary can
break hiding"
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A Better Way - Sequences of Games [Shoup04]

Transformation via Game-hops
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Transformation via Game-hops = show security game = hardness game for some adversary

SecurityGame—( )—( )g( )—---—( )—HardnessAssumptionGame

1. Bridging step:

al 7 a7
a <+ Eve(g?)| = |a' + Eve(g?)

/ /
.d—=—a .d = a

2. Failure-event:
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A Better Way - Sequences of Games [Shoup04]

Transformation via Game-hops = show security game = hardness game for some adversary

SecurityGame—( )—( )g( )—---—( )—HardnessAssumptionGame

1. Bridging step: 3. Over-estimation:

al 7 a7
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/ /
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2. Failure-event:
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A Better Way - Sequences of Games [Shoup04]

Transformation via Game-hops = show security game = hardness game for some adversary

SecurityGame—( )—( )g( )—---—( )—HardnessAssumptionGame

1. Bridging step: 3. Over-estimation:
al7Z al 7z alZ 287
/ a
a <+ Eve(g?)| = |a' + Eve(g?) a < Eve/(g )| = (a’ - Eve(ga))
ra=4a rad =a -a=a

2. Failure-event:

$
a<$4Z a7 1
a + Eve(g?) | = a' < Eve(g?)
ra=a -}_’
—=2a
a
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How do we formally VERIFY this?

=> turn formal proof into machine checkable proof:
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How do we formally VERIFY this?

=> turn formal proof into machine checkable proof:

TRY do {
a < sample_uniform p;
a’ < Eve(g~a);
return_spmf (a=a’)

} ELSE return_spmf False

Tobias Rothmann (TUM) | Formally Verifying the KZG Polynomial Commitment Scheme

al 7
a' + Eve(g?)

.da—ada

19



How do we formally VERIFY this?

=> turn formal proof into machine checkable proof:

TRY do {
a < sample uniform p; alZ
a’ < Eve(gra); a' <+ Eve(g?)
return_spmf (a=a’) /

ra=a
} ELSE return_spmf False

= prove game-hop correctness in Higher Order Logic (HOL) (machine checked)
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Summary
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Summary

e first formalization of a Polynomial Commitment Scheme (PCS)

« show all typical cryptographic security properties
o first step to formaliy verify KZG-based SNARKs
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Open Problems

Tobias Rothmann (TUM) | Formally Verifying the KZG Polynomial Commitment Scheme

21



Open Problems

« generate formally verified Go implementation

Tobias Rothmann (TUM) | Formally Verifying the KZG Polynomial Commitment Scheme

21



Open Problems

« generate formally verified Go implementation
« SNARKS:

KZG

A polynomial
interactive
oracle proof (IOP)
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Open Problems

« generate formally verified Go implementation

« SNARKs:
BCS )
A polynomial ==
interactive
oracle proof (IOP)
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